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Sophos Intercept X is the world’'s best endpoint protection.

SE Labs Enterprise Protection Test* Ranked 1st - 100% total accuracy rating

SE Labs Small Business Protection Test? Ranked 1st - 100% total accuracy rating

MRG Effitas 360 Assessment?® 100% threat protection, 100% PUA detection w/default settings

MRG Effitas Exploit Protection* Ranked 1st. Missed 1 out of 35 exploits

MRG Effitas Malware Protection® Ranked 1st (99.2% malware detection, 95% PUA detection, 0.05% false positive rate)

AV-Comparatives® Ranked 1st malware protection

AV-Test Windows’ “Top Product” (6/6 Protection, 6/6 Usability, 5.5/6 Performance)

AV-Test Mac® Perfect Score (6/6 Protection, 6/6 Usability, 6/6 Performance)

AV-Test Mobile® Perfect Score (6/6 Protection, 6/6 Usability)

IDC Marketscape: Enterprise Mobility Management Software®® Leader 2019-2020

PC Magazine** Editor's Choice, Best Ransomware Protection

CRN 2019 Products of the Year*? Winner, Best Endpoint Security Solution

CRN Tech Innovators Awards?*® Winner, Best Endpoint Security Solution

Gartner 2019 Endpoint Protections Platform Magic Quadrant* 11-time Leader, 2019 Leader

Forrester Wave's Leader Since 2013, 2019 Leader

Forrester Now Tech MDR Report*®

Top Tier (full scale forensics)
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* SE Labs Enterprise Endpoint Protection, July - Sept 2019

2 SE Labs Small Business Endpoint Protection, July - Sept 2019
3 MRG Effitas 360 Degree Assessment & Certification, Q2 2019

“ MRG Effitas Exploit Protection Assessment

® MRG Effitas Comparative Malware Protection Assessment

¢ AV-Comparatives Factsheet Business Test (March-April 2019)

7 AV-Test Windows 10: April 2019

8 AV-Test MacOS Mojave: December 2019

? AV-Test Android November 2019

1°|DC Marketscape

1 PC Magazine 2019 Best Ransomware Protection for Businesses
12 CRN, 2019 Product of the Year

3 CRN, 2019 Tech Innovators

1 Gartner 2019 Endpoint Protection Platforms Magic Quadrant

s Forrester Wave: Endpoint Security, Q3 2019

18 Forrester Now Tech: Managed Detection and Response (MDR) Services, Q2 2018


https://www.sophos.com/en-us/lp/se-labs.aspx
https://www.sophos.com/en-us/lp/se-labs.aspx
https://www.mrg-effitas.com/wp-content/uploads/2019/08/MRG_Effitas_2019Q2_360.pdf
https://secure2.sophos.com/en-us/security-news-trends/reports/mrg/exploit-protection.aspx
https://secure2.sophos.com/en-us/security-news-trends/reports/mrg/malware-protection-assessment.aspx
https://www.av-comparatives.org/tests/business-security-test-march-april-2019-factsheet/
https://www.av-test.org/en/antivirus/business-windows-client/windows-10/april-2019/sophos-endpoint-security-and-control-10.8-191522/
https://www.av-test.org/en/antivirus/business-macos/
https://www.av-test.org/en/antivirus/business-mobile-devices/android/november-2019/)
https://secure2.sophos.com/en-us/security-news-trends/reports/idc/enterprise-mobility-management.aspx
https://www.pcmag.com/review/366727/sophos-intercept-x-endpoint-protection
https://www.pcmag.com/review/366727/sophos-intercept-x-endpoint-protection
https://www.pcmag.com/review/366727/sophos-intercept-x-endpoint-protection
https://www.gartner.com/technology/media-products/newsletters/sophos/1-671OHZP/index.html
https://reprints.forrester.com/#/assets/2/486/RES146636/reports

Sophos Intercept X

The World's Best Endpoint Protection

Sophos Intercept X employs a comprehensive defense-in-depth approach to
endpoint protection rather than simply relying on one primary security technique.
This is the “the power of the plus” - a combination of leading foundational and
modern techniques to stop the widest range of endpoint threats.

Modern techniques include deep learning malware detection, exploit prevention,
active adversary protection, and anti-ransomware specific features. Foundational
techniques include signature-based malware detection, behavior analysis,
malicious traffic detection, device control, application control, web filtering, data loss
prevention, and more.

Intelligent EDR
Endpoint detection and response capabilities are needed to go beyond prevention to
detect additional threats, investigate further, and respond with confidence.

Unlike other solutions, Sophos Intercept X Advanced with EDR integrates intelligent
EDR with the industry’s top-rated endpoint protection in a single solution, so
organizations can answer the tough questions about security incidents without
being overwhelmed by noise and false alerts.

With Intercept X, Sophos has created an EDR product that adds expertise, not
headcount. While other EDR solutions rely on highly skilled human analysts to ask
guestions and interpret data, Intercept X Advanced with EDR is powered by machine
learning and enhanced with curated SophosLabs threat intelligence. This means you
can use the team you have in place today, rather than having to hire multiple full-
time employees in order to get value from your EDR tool.

Managed Detection and Response

The Sophos Managed Threat Response (MTR] service provides 24/7 threat hunting,
detection, and response delivered by a team of Sophos experts as a fully managed
service. Managed detection and response fuses machine learning technology and
expert analysis for improved threat hunting and detection, deeper investigation of
alerts, and targeted actions to eliminate more sophisticated and complex threats.

_ SOPHOS INTERCEPT X SOPHOS INTERCEPT X SOPHOS MTR SOPHOS MTR
ADVANCED ADVANCED WITH EDR STANDARD ADVANCED
Foundational techniques \/ \/ \/ \/
Deep learning v v v v
Anti-exploit \/ \/ \/ \/
CryptoGuard anti-ransomware \/ \/ \/ \/
Endpoint detection & response (EDR) \/ \/ \/
24/7 Monitoring and Response \/ \/
Lead-driven threat hunting \/ \/
Advanced lead-less threat hunting \/
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